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April 13,2004

Ms. Debbie Gundersen

State of Utah

Division of Purchasing

State Office Building, Room 3150
Salt Lake City, Utah 84114

Dear Ms. Gundersen:

Ecutel Systems, Inc. is pleased to present to the State of Utah our Best and Final Offer (BAFO)
in connection with the Request for Proposal for the Networking System for Application
Persistence.

In addition to clarifying your technical questions, this BAFO includes more favorable pricing for
small State agencies than the original proposal. The subscription-based pricing offer, which was
submitted under a separate proposal, still stands.

I will serve as the authorized representative of Ecutel Systems, Inc. for all matters relating to this
proposal. I have included my contact information for your convenience:

Name: Kevin Hayes

Title: Vice President, Federal & State Government

Address: 2300 Corporate Park Drive — Suite 410
Herndon, VA 20171

Office Phone: 571-203-8335

Cellular Phone: 703-850-8963

Facsimile: 571-203-8310

Email: khayes@ecutel.com

We appreciate the opportunity to submit our responses and look forward to the success of your
project.

Sincerely,

Kevin Hayes

2300 Corporate Park Drive = Suite 410 = Herndon, VA 20171= Main 571.203.8300 = Fax 571.203.8310 = http://www.ecutel.com
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BEST AND FINAL OFFER

April 7, 2004 VIA: email
Iwagner@ecutel.com

Larry Wagner

Ecutel Systems, Inc.

2300 Corporate Park Drive, Suite 410
Herndon, VA 20171

RE: BEST AND FINAL OFFER REQUEST (BAFO)
RFP DG4009, Contract for Networking System for Application Persistence

Dear Larry:

The evaluation of the responses to the Request for Proposal DG4009 has been completed. After an
extensive review, the Division of Purchasing is requesting a Best and Final Offer and requests your
detailed response on the following items:

5.10 Revision to Question:

What are some scenarios that require preconfiguration of parameters? Please provide some examples
with their respective parameter settings.

Ecutel Response: Please see Appendix A

5.11 Revision to Question:

What types of user-specific information is stored locally on the client PC? What settings, if any, can
be modified by the end user?

Ecutel Response: Please see Appendix A

5.14 Revision to Question:

Are there custom implementations required where Novell Netware clients are in use? What steps, if
any, are required to bring the laptop into compliance, so the network persistence software will function
on these laptops? Is there additional software, which must be loaded, or is there software that must be
removed from these laptops?

Ecutel Response: Please see Appendix A

3150 State Office Building - Capitol Hill - Salt Lake City, Utah 84114-1061 Lwh!
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5.16 Revision to Question:

Some applications, using telnet sessions, need to remain active during network transitions. Please
confirm that these types of sessions, as well as other Windows-based applications, will not be
disrupted due to the network switching indicated above.

Ecutel Response: Please see Appendix A

5.17 Addendum to Question:

Please explain in more detail how your product prioritizes active network connections, and enables
automatic switching to the highest speed network connection.

Ecutel Response: Please see Appendix A

Offerors must respond to these items using the same format as they did when responding to the
original RFP. Also at this time, you may offer any clarifications or enhancements that you would like
to your original submission including your pricing. It must be in the same format as the original
requirements and must be clearly identified per section.

The Best and Final Offer response is due in a sealed envelope by 5:00 p.m. on

Wednesday April 14, 2004. One (1) Original, five (5) identical hard copies and one (1) electronic
copy of the BAFO are required. Send your response to the Division of Purchasing and General
Services, 3150 State Office Building, Capitol Hill, Salt Lake City, UT 84114, attn. Debbie
Gundersen. If you do not submit a notice of withdrawal or a Best and Final Offer, your immediate
previous offer will be construed as your Best and Final Offer.

With Questions relative to this BAFO process please contact me at 801-538-3150.

Sincerely,
Debbie Gunderses

Debbie Gundersen, C.P.M.
Purchasing Agent

3150 State Office Building - Capitol Hill - Salt Lake City, Utah 84114-1061 Lwh!
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Section 6.0
BAFO Pricing
Due: April 14, 2004

6.1 Price Quote Information General

The vendor shall provide a detailed itemized price quote for a statewide enterprise system as well
as pricing for scalable solutions that would allow for smaller agencies within the State of Utah to
deploy stand-alone systems. The number of State users cannot be guaranteed, but could
potentially increase to 2,000 over the next five years.

6.2  Enterprise System Pricing
Provide a price for an enterprise system as identified in your technical offer, as well as pricing
for stand-alone systems should State agencies choose to implement a system separate from an
ITS-deployed system. This price must include the first year maintenance and support fees.
Provide pricing as follows:

Ecutel Response:

25 Client

Client Licensing Fee (incl. 1° Year Maintenance) Pack Pricing’
Licensing Fee for up to 100 clients: $ 10,436 $ 2,609
Licensing Fee for up to 500 clients: $ 50,860 $ 2,543
Licensing Fee for up to 1000 clients: $ 99,120 $ 2,478
Licensing Fee for up to 5000 clients: $ 482,600 $ 2,413
Licensing Fee for up to 10,000 clients: $ 939,200 $ 2,348
Licensing Fee Application Hosting Software (Primary)': $ 10,000

Licensing Fee Application Hosting Software (Secondary)*: $ 5,000

" Clients are sold in blocks of 25 and pricing is set based on the cumulative volume of Clients sold to the State of Utah and its
agencies.

" One Primary Hosting Server must be purchased by the State of Utah.

! Secondary Hosting Servers can be used for as fail-over servers for large implementation or can be purchased by small
agencies within the State of Utah as stand-alone servers.

3150 State Office Building - Capitol Hill - Salt Lake City, Utah 84114-1061 Lmh!
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25 Client

Client Licensing Fee (incl. 1° Year Maintenance)
System Hardware:

Pack Pricing’

Other: Acceleration PCI card (SafeXcel™ 141-PCl)/each $ 1,500
Other: Acceleration PCI card (SafeXcel™ 241-PCl)/each $ 1,000
Enterprise-wide Pricing Example:

Component Cost

1 Server $10,000
500 Clients $50,860
PCI-141 Card (Recommended) $1,500
Total $62,360

Small Agency Pricing Example:

After the first enterprise-wide purchase, the Small Agency would qualify for purchasing a secondary

server at $5,000 and a block of 25 Clients at the state-wide volume discount.

1 Server $5,000
25 Client Pack $2,478
Total $7,478

Additionally, each purchase of Client Licenses by qualifying Small Agencies will accumulate
toward the total number of Statewide Client Licenses purchased for purposes of volume pricing

discounts.

All pricing is for the latest release of Viatores (version 4.4) which offers the following

enhancements:

acceleration support with encrypted throughput of up to 290 Mbps.

FIPS (Federal Information Processing Standard)-certified cryptographic hardware

= Advanced Encryption Standard (AES) Support. AES is the latest encryption standard
developed by the National Institute for Standards and Technology (NIST) and approved
under publication number FIPS-197 for use by Federal agencies to encrypt sensitive

information.

3150 State Office Building - Capitol Hill - Salt Lake City, Utah 84114-1061
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Advanced traffic control policies. These new policies give network administrators the
ability to centrally control which applications are allowed to run on the mobile device
based on the wired or wireless network to which the device is connected. This helps
enterprises enforce wired and wireless network usage, preserve network bandwidth, and
reduce usage costs.

Advanced Client-Server Compression. Viatores’ new compression feature can be
enabled to dramatically improve the throughput of low bandwidth networks.
Compression in Viatores is performed prior to encryption to lower packet sizes, reduce
packet latency, and increase overall performance.

6.3 Ongoing Maintenance and Support

6.4

3150 State Office Building - Capitol Hill - Salt Lake City, Utah 84114-1061
Phone: (801) 538-3026 - Fax: (801) 538-3882 - www.purchasing.utah.gov

Provide pricing for maintenance and support fees for second year, and for the three optional
renewal periods of product license.

Ecutel Response:

The maintenance fee is based on total software deployed per location and includes both
support and upgrades. The first year’s maintenance is included in the above pricing. The
following discounts will be applied when purchasing maintenance with the original
Purchase Order.

One Year Prepaid (Second year)
Two Years Prepaid (Second & Third Year)

18% per year
15% per year

Three or More Years Prepaid (Fourth Year or more) 10% per year

Training
Provide pricing for any training recommended. Specify location, rates, and incidental costs.

Ecutel Response:

Ecutel Systems, Inc. offers the Viatores Basic Class. On-site training is provided by the
professional consulting services organization and is available plus travel and expenses.
Viatores Basic Technical Training course: Provide an overview of networking protocol

Ulah!
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standards (MIP, IPSec, Routing, DHCP, PPP, Wired and Wireless protocols); Viatores
components; Viatores mobility, security and connectivity capabilities; Administrator and
User configuration, product installation and fielding; hands-on class room practice. This is
a 2-day class.

On Site Training $ 1,000/day*
Headquarters Training $ 500/day
Headquarters Address

Ecutel Systems, Inc.
2300 Corporate Park Drive Suite 410
Herndon, VA 20171

*Professional Services (i.e. installation, training and consulting) does not include travel and
other expense. All travel will be invoiced at cost based on travel from our Virginia office. With
any Purchase Order over $25,000, the travel fee will be waived for professional services for the
first site visit.

6.5 Consulting Services

If consultant services are offered to support the software, list the name, job title, and hourly rate for
any proposed consultant:

Ecutel Response:

Name: Mark Mazur Title: Project Engineer $ 1,500/day on site*
Name: Dzung Tran Title: CTO/Custom Development $ 200/ hour headquarters

*Professional Services (i.e. installation, training and consulting) does not include travel and
other expense. All travel will be invoiced at cost based on travel from our Virginia office. With
any Purchase Order over $25,000, the travel fee will be waived for professional services for the
first site visit.
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Appendix A

5.10 Revision to Question:
What are some scenarios that require preconfiguration of parameters? Please provide some examples
with their respective parameter settings.

Ecutel response:

The Viatores system provides pre-configuration steps as a means to enable the system
administrator to implement strong security access to the enterprise network and mobile devices
while still providing ease-of-use for mobile users. There are two types of configuration:

I) Mobile device installation configuration
IT) System wide policy configuration

During installation of Viatores Client software on the mobile device, the system administrator
can run an interactive installer, as depicted in figure 5.10-1 below, or create a batch installation
file to run such installer with parameters on the command line to fit the mobile laptop
environment requirements. After the installation process is completed using either interactive or
batch method, these preconfiguration parameters are stored in proper registry entries for access
by the Viatores Client during operational use.
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Welcome to the Viatores Client Setup Wizard

Select whether you want to repair or remove Wiatores Client,

Viatores Client 4.4.2

Viatores Configuration

Startup method:

Standard/Restricted user access

(%) Single Sign-0On Allow standard/resticted uzer access
() Automatic [after Windows start] Logon Mame: |||:u:a|a|:|mir'|

{3 b anual

() SmartCard Pazsword: 1

Fresvent uzers from bppazsing Yiatores at Logon
[ ] 5tart Yiatores by default

Fequire pazsword to masximize client

Cancel

Figure 5.10-1- Interactive installation screen

The following examples illustrate such batch installation:

msiexec /I Viatores.msi PIDKEY="4589204074-2907D67235"”
USERNAME="Capt Smith” COMPANYNAME="State of Utah”

3150 State Office Building - Capitol Hill - Salt Lake City, Utah 84114-1061
Phone: (801) 538-3026 - Fax: (801) 538-3882 - www.purchasing.utah.gov
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The above example specifies the product’s serial string, the User Name, and the Company
Name.

msiexec /q /I Viatores.msi PIDKEY="4589204074-2907D67235"”
USERNAME="Capt Smith” COMPANYNAME=" State of Utah”
STARTUPMETHOD=0 DRIVERINSTALLED=FALSE

The above example specifies the product’s serial string, the User Name, and Company Name.
1t also sets the startup method to Manual and installs the Client in silent mode.

msiexec /I Viatores.msi REINSTALL=All REINSTALLMODE=vomus

The above example specifies that Viatores Client has already been installed should be
reinstalled completely.

msiexec /I Viatores.msi PIDKEY="4589204074-2907D67235"”
REINSTALL=ALL REINSTALLMODE=vomus

The above example specifies that a product that is already installed should be upgraded to a
newer version of the product.

Since the mobile device installation can be installed using files with extension in .MSI or .EXE, the
system administration can customize installation through the use of Microsoft MSI installation
environment, System Management Server (SMS) to distribute user and group policy or login
script to allow users to access the Viatores Client while maintaining clear separation of local
administrator account and restricted user account access, thus avoiding intentional or
unintentional changing of the mobile device environment.

The following table 5.10-2 describes all possible flags that can be specified during Viatores Client
installation on the mobile device to customize Client environment.

3150 State Office Building - Capitol Hill - Salt Lake City, Utah 84114-1061 LM!
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PIDKEY

Serial string

The product’s serial string provided to you by the
manufacturer.

STARTUPMETHOD

011124

Specify the method used to start the Viatores Client
after it is installed:

0 — Manual. User will start the Client manually from the
Start menu.

1 — Automatic. The Client will start automatically after
Windows starts.

2 — Single Sign-On. The Client startup process is
integrated with the Windows startup process.

4 — Smartcard. A smartcard will be used to start the
Client.

If no option is selected, the default is set to 2.

USERNAME

User's name

The name of the user that will use the Viatores Client.

COMPANYNAME

Company name

The name of the organization that will use the Viatores
Client.

RCUSERNAME

Admin Username

The username of a member of the local Windows
Administrator Group.

This parameter is required if ALLOWACCESS is set to
Yes.

RCPASSWORD

Admin Password

The password of a member of the local Windows
Administrator Group.

This parameter is required if ALLOWACCESS is set to
Yes.

STARTBYDEFAULT

Yes | No

Enables the Start Viatores on login checkbox to be
checked by default on the Windows login screen.

3150 State Office Building - Capitol Hill - Salt Lake City, Utah 84114-1061
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Ulah!

Where ideas connect



Administrative Services
S. CAMILLE ANTHONY
Executive Director

AT
#
¥
e

T eessss)
0 30
e an st

Purchasing and General Services
DOUGLAS RICHINS
Division Director

State of Utah

OLENE S. WALKER

Governor

GAYLE McKEACHNIE
Lieutenant Governor

ALLOWBYPASS Yes | No Prevents the user from bypassing the Viatores Client at
login. If this option is selected, the user will be required
to login using Viatores each time:

Yes — Prevent the user from bypassing the Client at
login.

No — Allow the user to bypass the Client at login.

This option is required if STARTUPMETHOD is set to 2
(Single Sign-On) only.

If this option is set to Yes, the STARTBYDEFAULT
option is set to Yes automatically.

REQUIREPASSWORD | Yes | No Prevent the Client user from maximizing the Viatores
Client window unless the Viatores password is entered:

Yes — Require password to maximize the Client
window.

No — Do not require password to maximize the Client
window.

ALLOWACCESS Yes | No Allow Standard/Restricted users access. By default,
these users do not have the correct privileges to switch
network devices.

Yes — Enable users who are not members of the local
Windows Administrators Group to use the Viatores
Client. If selected, RCUSERNAME and
RCPASSWORD must be specified.

No — Non-Administrative users will not be allowed to
use the Viatores Client.

TARGETDIR Folder location The location where the Viatores Client should be
installed on the local machine. The default value,
C:\Program Files\Ecutel\Viatores Client, will be used
if this property is not specified.

3150 State Office Building - Capitol Hill - Salt Lake City, Utah 84114-1061 Lwh!
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REBOOT

Force | Suppress

Sets the option to reboot the machine at the end of the
installation. A reboot is required for the Viatores Client
installation to function properly. However, the user can
be allowed to reboot the machine at a later time, if
desired:

Force — Always prompt for a reboot at the end of the
installation. The Ul always prompts the user with an
option to reboot at the end. If there is no user interface
(e.g. silent installation) the system automatically
reboots at the end of the Client installation. This is the
default value.

Suppress — Suppress the prompt for a reboot at the
end of the Client installation. If there is no user
interface (e.g. silent installation), the installer will not
reboot. Please note that when specified, the user must
reboot the machine in order for the Viatores Client to
function properly.

REINSTALL

All

Specifies the features of Viatores to be reinstalled. The
only supported option is All.

REINSTALLMODE

olmju|s]|vVv

o — Reinstall if file is missing, or an older version is
present.

m — Rewrite all required registry entries from the
Registry table that go to the HKEY_LOCAL_MACHINE
or HKEY_CLASSES_ROOT registry hive.

u — Rewrite all required registry entries from the
Registry table that go to the
HKEY_CURRENT_USER or HKEY_USERS registry
hive.

s — Reinstall all shortcuts and re-cache all icons
overwriting any existing shortcuts and icons.

v — Use to run from the source package and re-cache
the local package. Do not use the v reinstall option
code for the first installation of an application or feature.

When reinstalling Viatores, it is recommended that you
specify all five parameters.

Table 5.10-2 — Pre-configurable parameters for batch installation
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After installation and policy import, the Client system registry editor contains appropriate
parameters to enable enforcement of Viatores security and mobile access.

% Registry Editor

£
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Figure 5.10-3 — Registry pre-configured settings

In terms of configuring and storing system wide mobility and security policy, the system
administrator would make use of the Viatores Manager provisioning screens to design such
policy and then export the policy to system parameters that can be processed by the Viatores

Client.

Figures 5.10.3 through 5.10.7 show sample provisioning screens used to create

parameters for the mobile device. Once the policy parameters are generated, it is stored in a 3-
DES encrypted file. An example of such policy is shown in table 5.10-8. The Viatores Client will
follow policy parameters to ensure security is enforced and system access is controlled according
the specified authentication method.
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Figure 5-10-4 — Specify network server IP server and router that control mobile devices
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Figure 5.10-5 — How to automatically restrict traffic pattern on a low speed network
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Figure 5.10.6 — How the mobile user authentication is specified and encoded for mobile access
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Table 5.10-7 — Sample subnet of preconfigured policy parameters on the mobile device as a
result of provisioning
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5.11 Revision to Question:

What types of user-specific information is stored locally on the client PC? What settings, if any, can
be modified by the end user?

Ecutel Response:

The Viatores Client component provides strong security access protection through multiple
authentications via:
A. Viatores shared secret information file
B. Any standard 3rd-party authentication server, such as MS Active Directory, RADIUS,
and LDAP, and
C. Mutual authentication using IPSec Internet Key Exchange (IKE)

User specific information is stored locally on the client device when the Viatores Manager
configures the policy with:

Option 1. To make use of 3rd-party authentication with the option to “enforce user name”
at login time as part of item B configuration above. See figure 5.11.1-A for a sample
configuration dialog.

Option 2. To use public and private key method to perform mutual authentication between
the Server and Client using X.509 digital certificate during the IPSec tunnel establishment
phase as part of item C configuration above. See figure 5.11.1-B for a sample dialog of a

PKI session generating public/private key on the mobile device prior to submitting it to a
Certificate Authority.

With Option 1, the user name enforcement option is stored in the encrypted policy configuration
file on the mobile device. At Viatores Client login time, the Client will make sure the user name
entered matches with that policy user string before passing on user credential in a secure tunnel to
the Viatores Server to authenticate before granting access to the network. Examples in figure 5.11-
2 shows that mobile devices configured for Capt. Smith and Lt. Johnson can only be used by them,
while laptops configured as placeholders can be used by any authorized users including Capt.
Smith and Lt. Johnson as long as the right credential is entered and authenticated by the system.

With Option 2, the user uses the Viatores PKI Client to generate RSA or DSA private key, submit
his own corresponding public key to an authorized certificate authority (CA), and eventually
import his signed X.509 certificate containing his public key and the certificate the signing CA to
complete the operation. During the IPSec IKE key exchange phase, user specific digital certificate
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is exchanged, as well as his digital signature computed based on his private key, are transmitted to

the Server for authentication before the tunnel can be successfully established.

—General Policies

Add New User Group

Group Hame:

Group Password:

|POIice_[le:|:-artmelrt

|

Server Hame:

VServer ™

Default Authentication Scheme: |[NONE ™

[+] Allow users to guit Viatores Client

[v] Allow users to save Viatores password

[v| Enforce username integrity at logon
b

Split Tunneling Policies...

Traffic Control Policies...

\

laptop

Enforce specific
user or share

Cancel

Figure 5.11-1-A — Specific user name information is stored on the laptop policy
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B viatores PKI i i s 3

File Help

YPM User Infarmation | Certificate Request | Import Certificate | Maintenance

User iWPH Device Information

User/VPN Device Mame ICaptSmith

Qrganization IUtahPD
Organization Lnik IPD
2-char Country Code lUS
State or Prowvince |L|T

Locality Mamedeq, city) I

Subject Alternative Name I

Public Key Type  Dsa & RSA
CA LDAP Host [192.168.40.10
Fassword I********
Confirm Passwaord I******w

i..Gsznszr@.t@.5;@[tiEi;.@.t.@..B.ﬁ.qu.ﬁ.éL..(.E.K.t.:&f..l.Q)..E|

Message | Certificate Request has been generated, Go to ne:

Figure 5.11.1-B - User uses Viatores PKI Client to generate user specific private and public keys

In addition, the Viatores Manager allows configuration parameters about a group of users to be
stored in the policy and in local files to tailor Viatores Client access enforcement, such as:

e Allow all users in the same group to QUIT the Viatores Client or not. If the option is not to
allow, then the Viatores Client will not provide the menu option to leave the program

e Allow the users in the same group to save Viatores Client password or not after first
successful entry. This provides the system administrator an option to force the user to enter
specific Viatores Client password each time he uses the Viatores Client to gain access to the
network.
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Viatores Users | ] ACive DITeCiony |
[ Vfiatores Components L&
¢ #% Corporat...
@ #% Place_Holder

Place_Holder_1

PIace_HoI{I&r_.?' Al'l'y' US‘E‘-‘I’ can

Place_Holder _3 share |aptgp
% ¥ Police_Department 1l

Ltn_Johnson —
il:apﬁmith \_ﬁl' SplFﬁ: |f|'l: USET |

Update User ] x|
User Name: (CaptSmith |
Viatores Password: |*“'“'* |

Confirm Viatores Password: |“‘“‘*‘* |

0K Cancel

Figure 5.11-2 — Specific user policy or shared mobile device policy

Any Viatores user can modify options such as:

A) “Search for Wi-Fi hotspot Zone” for public access.
B) Change the LOG mode to see more or less traffic detail.

C) Change the network switching prioritization to better fit the user environment (see
section 5.19 for more information).

Figure 5.11-3 shows such a dialog for user setting update.
One particular setting that requires specific system administrator permission is “Split-tunneling”.

This option must be specified in the policy by the system administrator before the Viatores Client
allows the user to update (for example: Add, Edit, Remove) split-tunneling rules. The split-
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tunneling rule capability is primarily used to allow splitting of non-critical traffic such as:

e Printing to a local printer (with a specific IP address, protocol and port number) while

maintaining a secure tunnel to the enterprise network, or

e Maintaining traffic with a particular news web site to obtain out-of-band and useful

information that is authorized by the system administrator

Viatores Client

File L;u:uls Help
Skakus l fdvanced  Log
Message

E I P Launching Wiskares Client . ..

i ]

(i ]

L |

& Splic Tunneling  Advanced l Skartup ]

i ]

i ]

i |

B Log Settings

B ]'-.-'ERBOSE "]

[ ]

4

*‘—J‘ ¥ Search For \Wi-Fi Zones(hat spots) and prompt ko authenticate
Re
oy Login inactivity Limeout 300 seconds

¥ Require password ko maximize Viakores Client window
O Can-:el}

—

Figure — 5.11-3 - User option to increase log level to VERBOSE mode and automatically detect

public hotspot zone
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File Tools Help
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(i ] 04112004 05:05:34 PM Preparing network connections .
e 04/11/2004 05:05:43 PM 5 Policy is EMABLED

Message
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i Options

Split Tunneling l Advanced i Skartup 1
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192.16058:1.1

Edit...| Remove I
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Figure 5.11-4 — Client specifies split traffic if so permitted by the system administrator
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5.14 Revision to Question:

Are there custom implementations required where Novell Netware clients are in use? What steps, if
any, are required to bring the laptop into compliance, so the network persistence software will function
on these laptops? Is there additional software, which must be loaded, or is there software that must be
removed from these laptops?

Ecutel response:

In the Microsoft TCP/IP stack, the Novell Netware Client runs as a protocol service over the IP
network layer, while the Viatores Client runs as a tunneling protocol layer below the IP network
layer — see figure 5.14-1. Each Novell Netware packet is in TCP/UDP format and therefore can
be tunneled successfully by the Viatores protocol driver. Example in figure 5.14-2 shows that the
Viatores Client provides a secure tunnel over Wi-Fi, while the Novell Client allows the user to
log in and map network drives residing on the Netware Server.

Novell Client
: ; | | i

L TCP/ IP Stack

Application Level =

Kernel Level <

. Interface Interface Interface Interface

Figure 5.14-1 — Layering in MS TCP/IP stack
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It should be noted that the Novell network login process allows 2 options:

1) Log in the workstation or laptop using standard Microsoft local credential or domain
credential.

2) Log in the Novell Netware tree and server as part of the Netware single sign-on process.

If Option 1 is used, there is no custom implementation or additional software required of the
Novell Client or the Viatores Client to allow secure access to the Microsoft or Novell network
resources, which is shown here in figure 5.14-2. During Viatores Client installation, the system
administrator can specify the option run Viatores:
e Manual (user needs to bring up Viatores Client manually from the system menu)
Automatic (upon machine login, the Viatores Client is automatically started)

Single sign-on to the work MS domain (user will use Viatores specific single sign-on
screen)

Upon login completion, the user can bring up the Novell Client to log into Novell network to access
Netware resources.

If Option 2 is used, there is a potential customization such as:

1) Chaining of single sign-on operation from the Novell Client to the Viatores Client, via

field resource ID passing, to build a secure tunnel to support tunneling of Novell login
traffic, or

2) Viatores always-on secure tunnel must be started and established prior to the Novell
login process — this may require the Viatores Client and its tunnel to be established
automatically upon reboot as the machine main secure tunneling service.

In Ecutel opinion, there is no additional software needs to be loaded or removed from the laptop.
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File Tools Help
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Status I Advanced | Log |

Viatores Username: |dem01
e

Permanent IP: 1010.0.104

Care-of IP: |192.168.2.19
Current Interfack; !Cism Systems 340 Serie Vi

Viatores Client roams
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User Name: |den101

Password: |

NDS | Script || Dialup | NMAS |

Tree:  [NETWARE_DEMO

v|[ Trees ]
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v| [Contexts]

Sever |[NETWARET  \

v| [ Servers J

NMNovell Log-in dialeg to
its tree and server

NetWare Login...
MetWare Connections...

L Movell Map Network Drive...
Disconnect Network Drive...

System Tasks

View system
information

[L) Add or remave
programs
[@ Change a setting

# 5ys on 'Netware1' (F:)
Z# Public on 'Netware 1\Sys' (Y:)
22 public on Netware 1\Sys' (Z:)

"% Network Connecti... T My Computer

MNetwaork Drive
MNetwork Drive
Metwork Drive

3.84GB
3.84GB
3.84GB

1.5 Novell Login

Movell Capture Printer Port...
MNovell End Capture...

MNetWare Utiities

User Administration for NETWARE_DEMO
Browse To 3

Configure System Tray Icon...
Update Movell Client
Novell Client Help

Viatores Client

Movell Client Properties...

o Lol E? 7:16PM

Figure 5.14-2- Viatores Client and Novell Netware Client interoperate on the same laptop
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5.18 Revision to Question:

Some applications, using telnet sessions, need to remain active during network transitions. Please
confirm that these types of sessions, as well as other Windows-based applications, will not be
disrupted due to the network switching indicated above.

Ecutel response:

The Viatores Client and Server provide network layer persistence and therefore support
application level persistence. The Client assigned permanent IP address does not change on the
Client Virtual Adapter during roaming and furthermore the same permanent IP address is
simultaneously maintained at the Server. The Telnet application, as well as other Windows
based application such as Outlook, web search and network mapped drives, will not be
disrupted during network roaming from one network to another network because the
permanent IP address does not change during such operation. Ecutel has verified and used these
applications, and confirms that they survive network switching without having to restart the
application.

However, each application protocol has its own built-in time-out value and continuously verifies
its own traffic in order to maintain its session. If the laptop roams away from one network to
another without having wireless signal or connection and whose disconnect duration is longer
than the application’s built-in time-out interval, the user application may stop transmitting by
itself and therefore has to restarted, or, in some instances, it retries transmitting itself at a late
time to reestablish the session.
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5.19 Addendum to Question:
Please explain in more detail how your product prioritizes active network connections, and enables
automatic switching to the highest speed network connection.

Ecutel response:

The Viatores Client allows prioritization of communication connections by using the built-in
NDIS interface names it recognizes from the system device list. For each network interface that
the user installed on the laptop, the system registry will record such a device. The Viatores
Adapter List Utility (VALU) can be invoked one time during system installation and
configuration to read all communication interface names and lists them in a dialog to allow the
user to prioritize. However, the user can run this utility as frequently as when a new interface
card is installed. It is not necessary for these cards to be inserted or their connections to be
active at the time of prioritization. The selection of network switching preference through the
use of heuristic rule by specifying:

1) Network connection as LAN or WLAN or OTHER
2) Network connection preference or weight in terms of LOW, NORMAL, HIGH

Since there is no reliable or universal means to determine the exact speed of a network based on
its connection status to determine if it is of highest or will remain highest speed (i.e. a 10 mbps
LAN can run slower behind an ADSL connection than a WLAN if the WLAN is of type 802.11A
behind a T-1 line; or a LAN is always more secure and is inside a corporate environment, thus is
more preferred to using the WLAN connection which is may be placed outside of the firewall), it
is recommended that the user assign the weight of HIGH to a LAN network, the weight of
NORMAL to WLAN connections and the weight of LOW to NDIS based wide-area network
connections. This heuristic rule in a majority of cases will accommodate network switching
based on highest speed network connections that the user can already recognize in advance
based on today’s technology.

The VALU utility generates network prioritizations in a file called adapter_list.txt — see figure
5.19-1. This text file can easily be transferred to and populated in laptops that have same device
types and configurations, thus this process can be created once and reused multiple times
without requiring each user to prioritize interfaces individually on each laptop

Each laptop can have multiple NDIS connections and only one PPP connection (Microsoft
system limit), the PPP connection defaults to be least preferred due to its traditional use is
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associated for low speed networks. The prioritization for PPP based connection is always lower
in priority than any other NDIS connections and is not necessary to be listed in the
adapter_list.txt. Whenever a laptop has an active PPP connection at the same time with an active
NDIS WLAN or LAN connection, the laptop will prefer to choose the NDIS WLAN or LAN over
the PPP connection until all NDIS connections are disconnected or unattached.

During the actual use or roaming, if a card is inserted or enabled as part of Plug-n-Play, the
Viatores Client can match such device name against this adapter_list.txt and recognizes its
priority relative to other active connections to make proper network switching decision.
Therefore it is not necessary for users to prioritize each connection each time it is active, thus
reduces the chance of errors and increases user acceptance.
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W Yiatores Adapter List Utility (YALU) ¥ 2.0 =10l x|

Bdapter Mame Adapter Tvpe Adapter Weight

ICisu:u:u Systems 340 Series Wireless LAMN Adapte IWLF'.N j ir'-.lcurmal _:I
ISierra Wireless GPRS Adapter IWL.C'.N :I Ir'-.lcurmal j
ISDn':.-' Ericsson Wireless Wik Adapker lOther :I ILu:uw _ﬂ
ISierra Wireless AirCard 555 Adapker IOther j ILn:nw _‘:I
|Ericsson DssS Wireless LAN PC Card [wLan | [normal -
| Dell TrueMabile 1150 Series Wireless LAN Mini | |WLAN | [mormal R
|3Com 3c920 Integrated Fast Ethernet Contra [LAN =] |Hiah =~
|5MC EZ Connect USB/Ethernet Series Corvert [LAN =] [Hiah -]
IBIuetu:n:uth L&N Access Server Driver IOther j iLu:uw _:I

|greate| |Ca_nu:e||

= % T
[® adapter_list.txt - Notepad =10] x|
File Edit Format Wiew Help
“"CisCco Systems 240 Series Wireless LAN adapter” 3 0 ;l

"Sierra Wireless GPRS Adapter™ 3 0

“"sony Ericsson wireless waN adapter™ 3 -5

"sierra wireless AirCard 555 adapter" 3 -&

"Ericsson D555 wWireless LAN PC Card™ 3 0

"Dell TrueMobile 1150 Series wWireless LAN Wini PCI Card™ 3 0

"ICom 3C920 Integrated Fast Ethernet Controller (3C305C-TX Compatible)™ 1 &
“"SMC EZ Connect USB/Ethernet Series Converter™ 1 5

"Bluetooth LAN Access Server Driwver™ 3 -5

Figure 5.19-2 — VALU tool and prioritization file to enable run-time network switching
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